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Protect your business (and that of your customers)

as a disaster recovery provider

Flood. Cyberattack. Disruptions can occur at any time. As a disaster recovery provider, you’re

likely prepared for that rainy (or worse) day. But what steps have you taken to keep you and

your customers in business and out of court?

Practice what you preach
While offering disaster recovery as a service (DRaaS) may be a on your sales line card, do you

have your own data center business-continuity plan in place? If so, you’ve gone a long way to

mitigate your own businesses’ risks and gain a competitive advantage. “Make sure your house

is in order, especially with disaster recovery policies that make up the foundation of what
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you’re providing to your customers,” says Nick Vermiglio, Ingram Micro technology

consultant. These business-continuity bene×ts apply to you and your customers, including:

Keeping the doors open while continuing operations and service delivery

Reducing the cost of disruptions

Taking advantage of insurance premium discounts

Building your customers’ con×dence and trust by being prepared and competent

Meeting compliance, regulatory and legal requirements

Mitigating reputation and ×nancial exposure

Preserving your brand value and company reputation

Get legal, get smart
If disaster strikes, your disaster recovery plan should help keep you and your customers in

business and out of court. Consider the following pointers:

Get your customer’s legal team involved: TechTarget’s article on the legal issues for

business disaster recovery plans includes these 3 tips:

Advise your customer’s legal staff of your disaster recovery planning

Invite their legal staff to be a part of the planning team

Encourage their input

Stay current: Gartner’s business-continuity report about the laws inØuencing business

continuity and disaster recovery recommends staying current with federal and state laws

and regulations that apply to your customer’s speci×c business sector. Also, stay up to date

with business continuity management (BCM) guidelines within International Organization

for Standardization (ISO) 17799 to satisfy most federal- and state-mandated business-

continuity plans. “Try to be as, if not more so, knowledgeable about your customer’s

industry than they are,” says Vermiglio.

Partner for external auditing: If requested, an external audit of your customer’s disaster

recovery plan goes a long way to validate that it meets all necessary requirements. For

example, Deloitte offers a Risk and Financial Advisory Cyber Resilience service, which
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reviews customer documentation and operations to make sure that your customer’s plan

complies with industry standards.

Consider certi×cation
The training and testing processes for business-continuity certi×cation programs

demonstrate that your staff is fully trained and knowledgeable in the ×eld of business

continuity. Most are built around commonly accepted industry standards. Some of the more

recognized business-continuity certi×cations include:

Certi×ed Business Continuity Professional (CBCP): Disaster Recovery Institute

International (DRI) offers education and accreditation in business continuity and related

×elds. The CBCP is one of the most recognized and popular designations in the business-

continuity industry.

Certi×cate of the Business Continuity Institute (CBCI): Offered through the Business

Continuity Institute, which is more widely used in Africa, Asia and Europe, this globally

recognized credential tests knowledge of the Good Practice Guidelines (GPG)—

comprehensive guide to business-continuity and resilience industry best practices.

EC-Council Disaster Recovery Professional (EDRP): The EDRP certi×cation

demonstrates that its recipients have skills to develop enterprise-wide business continuity

and disaster recovery plans.
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