Cloud Computing Certifications  Storage Information Security Windows Mobility Big Data DataCenter Networking

Product and service reviews are conducted independently by our editorial team, but we sometimes make money when you click on links. Leam more

Tom's IT Pro Certification Certification Best Picks

Best Business Continuity and Disaster Recovery
Certifications

By Ed Tittel, Mary Kyle DECE
Ay c@A -~

1. Top 5 Business Continuity & Disaster Recovery Certifications u Subscribe

Don't miss each week's most important
Business continuity and disaster recovery certifications are seeing a healthy uptrend as technology trends, insights and decision-

L e . " making advice, right in your inbox.
cloud-based Business Continuity and Disaster Recovery tools enter the market. While e o ¥

business continuity and disaster recovery have always been important to organizations,

they're becoming ever more critical, and IT certifications are close behind. Here are the best

business continuity and disaster recovery certifications. |
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Business confinuity (BC) and disaster recovery (DR) are the yin and yang of the IT world. BC keeps
systems running and data available despite interruptions or faults; DR brings systems back to normal
operation after a disaster has ocourred.

Business confinuity planning (BCP) and disaster recovery planning (ORP) remain important elements
in IT governance and compliance. This is especially true for corporations and organizations that must
meet various mandates regarding privacy, confidentiality and availability of systems and data. With
increasing proliferation and use of cloud-based backup services — including a broad range of BC and
DR offerings — BCF and DRF have become more tractable, and sometimes even less costly over the
past five years

This probably explains why we're in something of a heyday for BCF and DRP certifications, as that IT
niche explodes with investment and activity. Given that costs and complexities of designing
implementing and maintaining technology platforms for BCF and DRP have gotien somewhat simpler
and less burdensome, many more organizations are starting to venture into this area of IT.




We performed an informal online job board survey to identify the number of job postings for which
employers reguire relevant certifications. This snapshot in time gives you an idea of what employers
are locking for in the real-world job market and indicates ample opportunities for those interested in
business continuity and disaster recovery.

Cur top five cerifications include the CBCP from DRI International, the CBCI from BCI (a UK-basec
organization), the C/DRE from Mile2, the CBCM from Certified Information Security and the EDRP
from EC-Council. To pick those leaders, we looked at the state of BC and DR certification, examined
various market and salary surveys, and performed an informal jab board survey that reveals the
number of job posts acrass the U.S. in which our featured cerfifications were mentioned on a given
day.

Job Board Search Results (in alphabetical order, by certification)*

*Sea our complete methodology for selecting top five cerifications in the "Best Certifications” seres.

e

Mote: The 130 22301 Certified Business Continuity Manager (CBCM) and the Centified Disaster
Recavery Engineer (Z/DRE) certifications are also featured in this article. They are absent in this
table because unrelated certifications use the same acronym andfor the certification name is generic
Searching for "Cerified Business Confinuity Manager” resulted in mone than 2,100 hits, and
searching for "Certified Disaster Recovery Engineer” resulted in about 1,200 hits. Many of those
resulits don't apply to the CBCM or C/DRE cerfification.

According to Simply Hired, disaster recovery managers eam an average of about $52,000 annually
However, salaries vary considerably depending an which job-related site you check. Cn the low end
of the spectrum, arnings were reporiad in the mid-50s, while some sites reported earnings mare
than $140,000 on the high end

2. CBCI: Business Continuity Institute’s Certification of the BCI u Subscribe
Don't miss each week's most important
It's hard not to see the Business Continuity Institute (BC1) as a competitor to DRI, and it's plain that technelogy trends, ingights and decision-

making advice, right in your inbox.

active in more than 50 countries across Morth America, Latin America, Asia, Australia, the Middle

these two organizations share some friendly rivalry. Where DRI is headquartered in New Yark and

East and Morth Africa, BCI is based in the U K. and most active in Europe, Asia, Africa and the Middls

East |
BCI supports more than 2,500 members in 100 countries around the world, and it works with more Certification
than 3,000 organizations in public and private sectors, plus the so-called "third sector” — that part of

an economy or society that's compoesed of non-governmental and non-profit organizations or © see all articles in Certification
associations, such as charities, volunteer and community groups, cooperatives, NMGOs and so forth.
Founded in 1924, BCI is younger than DRI, Seealso:

The primary certification from BCI is the Certificate of the Business Continuity Institute, also known
as CBCL A single exam is reguired, which is delivered at the end of the recommendec

training course. Training is available in person or online, and exams that are not administered az a
part of a classroom course may be taken online. Candidates shaould review the exam registration
page for complete technical details before attempting the exam.

Cl offers follow-on levels of membership in the organization at associate (AMBCI, Associate
IMember of BCI), member (M2C1, full Member of BCI), Associate Fellow (AFBCI) and Fellow (FBCI)
levels. The Institute also sponsors a Business Continuity Management (BCI) Diploma, a 30-week
academic cerfificate program in business continuity based on the organization's codified body of
knowledge, supported by general background and specialist college courses

For those pursuing a BC certification outside Morth America, particularly in Europe or countries



belonging to the British Commonwealth, the CBCI is a compelling credential. Likewise, those who
wish to focus on BC at the undergraduate level would be well-advised o investigate the
organization's BCI Diploma. Though somewhat expensive, the credential is well-recognized and
highly regarded.

The CBCI credential is valid for three years. As long as a credential holder has moved to a more
advanced level of BCI membership, no exams are reguired. Howsver, it a credential holder has not
advanced to a higher membership level, they must take the then-current CBCI exam to maintain that
credential. In addition, credential holders are required to pay an annual membership fae.

CBCI Facts & Figures

Cerification of the BCI (CBCI)

Recommended fraining incudes

Instructorled claszroom or instructor-led enline CBCI training; prices vary by geography
and training provider but candidates can expect to pay approximately 52 750 to 53,295;
course length is 32 hours; exam may be taken at end of course or scheduled for later
time; clazsroom courses may naot be available in all geographies.

Candidates may alsoc complete eight-hour Introduction to Business Continuity eLeaming
course (approximately 5750)

One (120 muliiple choice questions, two hours)
Exam may be taken at the completion of any training course or completed online

https faww thebci orgitraining-gualific ations/c bei-exam htmi

In additicn to formal training, BCI offers numerous rescurces including the Good Practice
Guidelines 2015 (available from the BCI bookstore; free for members; USA download
versicn iz £40 .00 incl. VAT (approximately 553), BC24 Online Incident Simulation Game, a
knowledge bank, webinars, mack exams and more

3. CBCM: Certified Business Continuity Manager u
Don't miss each week's most important

The IS0 22301 Cerified Business Continuity Manager, or CBCM, credential comes from an technology trends, insights and decision-
organization named Certified Information Security (CIS). Basad in Orange Park, Florida, the making advice, fight in your inbox.

arganization has been acfive since 1885 It offers credentials based on 130 Standards 31000 (Risk
Analysis), 27001 (Information Security) and 22301 (Business Continuity Management). This
organization also teaches ISACA CISM and CISA courses, along with a variety of fraud control topics ]

{auditing, forensics and fraud investigation)

Certification

The CBCM is Certified Information Security's experi-level BCM certification, and it builds on the
Certified Business Continuity Administrator (CBCA). Candidates must possess five years of © See all articles in Certification
documented, relevant business continuity experience

See also :
It covers all the competence requirements documented in 150 22301, which go well beyond the
canfines of [T-related subjects into such things as evacuation plans, public wamings and
communication, and recovery senices and suppliers. It reguires a reasonably complete
understanding of the entire discipline of BCM.

The CBCM is especially suitable for those IT professionals charged with designing or managing BCM
efforts within a single organization, or who may wark as BCM consultants or trainers for muliiple
arganizations. Individuals on track for upper IT management or C-level positions with 1T oversight
responsibility are likely to find the CBCM a valuable credential to help them stay on frack for such
roles

To maintain the credential, certification holders must pay an annual maintenance fee (cumently $35)
and eam a minimum of 120 continuing professional education (CPE) credits during a three-year
ceriification cycle. At least 20 CPEs must be reporied annually.

CBCM Facts & Figures

150 22301 Cerified Business Continuity Manager (CBCM)




CIS membership (520 application fee plus 330 membership fee; annual membership
renewal of 530 required each January). Certified Business Continuity Administrator cert
required.

Completion of the following three training courses: CI3 Policy Workshop: 150 31000
Enterprize Rizk Management ($399.935), CIS Palicy Workshop: 150 22301 Businezs

I:cntinlzlit,-' Management ($250.55) and Best Practices to Develop, Deploy & Certify BCM

i

Five or more years of verifiable experience in at least two of the 150 22301 Business
Continuity Management System (BCMS) Common Body of Knowledge domains
Completion of three candidate endorsement forms. Annual renewal reguired

Three: RM 101, BCMS 101 and BCMS 102 (all exams administered online; 65 questions,
70 minutes, 75 percent score to pass)

5100 (total $300)
hitps-ifwww certifiedinfosec_comfi=o-22301-bem-cerification/cbem

Practice exams available for 375 each

4. CBCP: DRI International's Certified Business Continuity Profe... u Subscribe
Don't miss each week's most important

DRI International describes itself as "a global leader in BCM (business continuity management) technology trends, insights and decision-

) e e I ) : } making advice, right in your inbox.
education and certification,” and it offers credentials for business continuity and disaster recovery.
The organization, founded in 1988, seeks to promote a base of "common knowledge" (cert-speak for —
concepts, terminoloqy, best practices, processes and procedures for some body of work or expertise)
for the continuity management profession. It also certifies qualified individuals in business continuity ]
and promotes those certified individuals' credibility and professionalism. DRI offers certification tracks
in business continuity management {including advanced topics), auditing, public sector, healthcare Certification
continuity and risk management.

0 See all articles in Certification

DRI has cerified more than 15,000 professionals with representation in mare than 100 countries,
more than half of which are taught in native languages. We chose the DRI Certified Business See also
Continuity Professional (CBCP) credential as the "poster child” for the crganization, not only because
it is the most popular and best recagnized of its various certifications (13 in all), but also because it is
precedsad by an associate-level cradential (ABCP), augmented by specialist certs (CFCP for various

functional continuity disciplines, and CBCV for vendors) and followed by a master-level cert (MBCF).

The CBCF is an excellent credential for current or aspiring business continuity practitioners, but
because it includes a "verifiable experience” component, candidates must possess some reasonable
facsimile of on-the-job BCP experience to gualify for this credential.

Recertification is required annually. Candidates must pay an annual maintenance fee and eam a
minimum of 20 continuing education activity points (CEAPS) every two years to maintain this
credential. Candidates should check the ceriification page for details on eligible activities.

CBCP: Facts & Figures

Cerfified Buziness Continuity Professional (CBCP)
Required: Minimum two years of verfiable expenience in at least five of the subject areas
of the Professional Practices for Business Confinuity Planners.Subject areas include
« Program Initiation and Management
» Risk Evaluation and Control
» Business Impact Analysis
« Busingss Continuity Sirategiss
» Emergency Response and Operations
« Plan Implementation and Documentation
» Awareness and Training Programs
» Business Continuity Plan Exercise, Audit and Maintenance

+ (Crises Communications

» Coordination with External Agencies



All experience must be within 10 years of date of application.

Application required.

Five zubject matter ezsays required; two of the five eszays must be from the Business
Impact Analyzis, Developing Business Continuity Strategies, Developing and
Implementing Business Continuity Plans, or Maintaining and Exercizing Buginess
Continuity Plans subject areas.

A minimum of two references required for each subject area
One (75 percent required to pass)
Exam f 95 or 5250 (see below)

Application fee: 5400
Annual renewal fee: 3175

www.dnii_orgic ertific ationicbep

on and cnline self. pacwd training available from DRI, In-person training runz

=0 'Dr a 4 5-day course. Self-paced training is 3295 per module. Modules cover all of
the Professional Practice areas. There are nine modules total. Exam fee is 5250 when
you pay for official DRI training

CBCP & CPSCP Exams Study Guide & Practice Questions 2015/16 Edition, CreateSpace
Independent Publishing Platform; approximately $130 from Amazon

Cerified Business Continuity Professional. CBECP Exam, available from
FinanceCerts.com for 5959 download

5. C/DRE: Mile 2's Certified Disaster Recovery Engineer u Subscribe
Don't miss each week's most important
Mile2 has established both staying power (with more than seven years of ongoing acfivity in training technelogy trends, insights and decision-
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and certification) and credibility. According to Mile2's Cyber Security Cerfification Roadmap, the o 119 Y

company offers credentials in areas such as virtualization, application and source code, auditing —

healthcare, wireless security, forensics, incident handling, pen testing hacking and IS management

leadership as well as disaster recovery. Credentials cater to a wide range of skillsets, from ]

fundamental levels to specialized and more advanced credentials.

Certification

The Certified Disaster Recovery Engineer (C/DRE) credential is MileZ's pinnacle DR cerfification. The

associated C/DRE training course is approved by the NICCS and has been cerfified by the National ) See all articles in Certification
Security Agency as meeting the CNSS1-4016: Mational Information Assurance Training Standards for
Risk Analysis Security. It's also on the approved FBI Cyber Security Certification Requiremeant list Seealso:

With a focus on the defense establishment, especially for information or cyber security coverage
Iile2 is well-positioned o offer training and certification for individuals who work in the defense
industry in particular, or for local, state or federal government agencies or confracting companies in
general. That said, the C/DRE is not on the list of DoD Approved 8570 Baseline Certifications

C/DRE Facts & Figures

Cerified Dizaster Recovery Engineer (G/IDRE)

A minimum of 1 year u:u'inf"rmﬁ ficn systems or IS management experience is required
Recommended fraining: G/DRE course (32,500)

One

2400 (100 multiple-c hoice questions, two hours to complete)

mils2 comfdisaster-rec overy-business-continuity-planning . html

Mile2 maintains a list of leaming 20U s including prat fice exam questions study
guides (350), coursewsare kit )}, enling training video subscriptions -SHE_ per annual
:'IbE:rIDtI n) along with e-books, ,,rep guides and more from the Mile2 Store

6. EDRP: EC-Council's Disaster Recovery Professional u Subscribe
Don't miss each week's most important
The EC-Council Disaster Recovery Professional (EDRF) certification comes from an organization wit technelogy trends, insights and decision-
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deep and well-recognized roots in the information security community. Home to such cerifications as '

the Ceriiffied Ethical Hacker {CEH), varous forensic and penetration testing credentials, the EC- —

Council also offers certifications aimed at secunty managers and execulives, software developers,




network architects and disaster recovery professionals. The EDRF is gaining traction with companies
and organizations seeking to validate skills and knowledge for those whao plan, organize and overses
testing of their disaster response, recovery support and busingss resumption practices and
procedures

The EDRF is as much about identifying vulnerakilities and managing risks for organizations as it is
about planning, designing, testing and, when necessary, implementing responses o interruptions of
ACCESS O service or responses to disasters. Topics coverad include preparing a disaster recavery
plan, assessing risk factors in an organization, developing policy and procedure, understanding the
relationships and roles among various groups and individuals who implement such plans, and
managing the recavery process.

Although we mention the EDRF last on our list, that doesn't mean it ranks last in perceived value ar
name recognition. If anything, the EDRP is probably the best-known of the bunch. It is entirely worth
pursuing for T professionals responsible for or invelved in any organization's disaster recovery or
husiness continuity planning, testing and implementation.

EDRP Facts & Figures

EC-Council Disaster Recovery Professional (EDRP)

Complete Dizaster Recovery and Business Continuity courseware (S550)
Persons under the age of 13 must have parental consent and supporting letter from a
nationally accredited institution of higher leaming to take the course or =it for the exam.

One, Mo. 312-T6

£350 (50 questions, two hours, 70 percent required to pass). Exam administered
by Prometric.

https:ffwww eccouncil.org/programs/dizaster-recovery-professional-edrp!
https:ficert. eccouncil.orgfec-council-disaster-rec overy-professional.html

Courze outline available from EC-Council

7. Beyond the Top 5: More BCPIDRP Certifications u

Given the popularity and indisputable importance of business continuity and disaster recovery in any
arganization's operations and gavernance, it should come as no surprise that these five credentials
{and the rather more substantial programs to which all of them belong) do not encompass the entire
field of available credentials. For aliernatives o these five you'll want to vet the sponsoring
arganization's reputation and longevity first.

Among many others, certifications from the Business Resilience Cerlification Consortium Internaticnal
(BRCCI, farmerly known as Senfryx) are warth looking into for those whao don't find something in our
previous listings that enlists their interest and investment. The Certified Business Resilience Manager
(CERM) and Certified Business Resilience IT Professional (CERITF) are most pertinent o this article.
Like many other programs covered here, these ceriifications are elements in a broader ceriification
program that also includes the BRCCI Certified Business Resilience Auditor (CBRA) and the Masters
Achigvement in Business Resilience (MABR) credentials.

For certification candidates in Southeast Asia (mainly Singapore, Indonesia and Malaysia), the
Business Continuity Management (BCM) Institute offers several BCP/ORF cerfifications, such as the
Business Continuity Certified Specialist (BCCS), the Disaster Recovery Certified Specialist (DRCS)
and several others through the expert level.

If you loak, you will find still more such cerifications. They are popping up with some frequency now
that technology makes it so much easier to design and implement affordable BC and DR solutions. If
you find something especially compelling or valuable that we've missed, in fact, please do let us know

and we'll be happy 1o consider — and possibly include — those items in our update for next vear.
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